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Furtherance of Elliptic Curve Cryptography 
Algorithm in the field of GSM security 
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Abstract-- Mobile Phones have totally changed the world; nowadays people can afford to forget their daily household needs but not their 
own mobile phones. This increasing popularity has sensed a huge growth in the acceptance of modern mobile phones. With the increasing 
number of features in mobile phones security has become the chief area of concern as it is apposite to all the authoritative applications 
throughout the world. Today as GSM accounts for 80% of the total mobile phone technologies in the market so lack of security measures 
can crumple resulting in hampering of its service. Some of these security issues have been sort out using 3GPP. In this paper we will be 
centralizing our discussion on the operational methodology of RSA algorithm and elliptic curve cryptography algorithm and will be closely 
examining which of the above anticipates a secure method of encryption for GSM key generation.  
 

Index Terms-- elliptic curve cryptography, RSA, GSM, security, cryptography, finite field, discrete logarithmic problem                              
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1 INTODUCTION 
 

The last few years have witnessed an unprecedented 

emergence in the wireless industry. The ever increasing 

demands of users have triggered an increasing involvement 

among researchers and industries to come up with a 

comprehensive manifestation for more upgraded mobile 

communication systems. Mobile phones are being used on 

daily basis by millions of users so privacy of user’s phone 

calls and text messages (data) need to be ensured and 

unauthorized use of the service needs to be prevented. It is 

highly mandatory to take sensible technological security 

measures. The risk of encroachment and eavesdropping has 

been increasing with gadgets becoming wireless and 

ubiquitous. As such it gives rise to an alarming issue with 

spectra of hackers/crackers bulking large [1] [2].The 

successful deployment of GSM over the last two to three 

decades has been noteworthy as it has been to corroborate 

most of world’s mobile phone networks. GSM has been 

dubbed the “Wireless Revolution” and it doesn’t take much 

to realize why. GSM provides a secure and confidential 

method of communication. Most GSM systems operate in 

the 900 MHz and 1.8 GHz frequency bands.GSM divides up 

the radio spectrum bandwidth by using a combination of 

Time- and Frequency Division Multiple Access 

(TDMA/FDMA) schemes on its 25 MHz wide frequency 

spectrum, dividing it into 124 carrier frequencies (spaced 

200 KHz apart). Each frequency is then divided into eight 

time slots using TDMA, and one or more carrier 

frequencies are assigned to each base station. The 

fundamental unit of time in this TDMA scheme is called a 

‘burst period’ and it lasts 15/26 ms (or approx. 0.577 ms).  

Therefore the eight ‘time slots’ are actually ‘burst periods’, 

which are grouped into a TDMA frame, which 

subsequently form the basic unit for the definition of logical 

channels. One physical channel is one burst period per 

TDMA frame [3]. GSM was designed to grow and meet the 

needs of new technologies. GSM is currently composed of 

GPRS, 3G, and EDGE. EDGE is a technology that allows 

improved data transmission rates as a backward 

compatible extension of GSM. GPSR is designed for web-

browsing. 3GSM is the GSM running on third generation 

standards for multimedia services [4]. It allows full 

roaming from operator to operator if mutual bilateral 

agreements are in place [5]. For security of the transmit ion 

of sensitive information cryptography and security 

authentication protocols were devised to ensure 

confidentiality, authentication and integrity of 

communications. Security protocols like SSL [6] and SET [7] 

already exist. Encryption can be broadly categorized into 

two forms: Symmetric and asymmetric encryption 

techniques. Most of symmetric encryption is based on RSA 

public key cryptography. But asymmetric key 

cryptography using elliptic curve cryptography (ECC) is 

designed which has been able to maintain the security level 

set by other protocols [8].  

In this paper Section 2 discusses about the importance of 

GSM and the requirements of GSM security. Section 3 

discusses about RSA algorithm. Section 4 overview about 

ECC while 5 discusses its implementations. Section 6 

discusses about the comparison of RSA and ECC. 

 

2 GSM AND ITS SECURITY 
GSM technology was introduced in the early 1980s by the 

European Telecommunications Standards Institute (ETSI). 

Global System for Mobile communications or GSM uses 

digital modulation to improve voice quality but the 

network offers limited data service. As demand drove 
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uptake of cell phones, GSM continued to improve 

transmission quality and coverage. GSM carriers also began 

to offer additional services, such as paging, faxes, text 

messages and voicemail. Developed as a replacement for 

first generation (1G) analog cellular networks, the GSM 

standard originally described a digital, circuit switched 

network optimized for full duplex voice telephony. The 

standard was expanded over time to include first circuit 

switched data transport, then packet data transport via 

GPRS (General Packet Radio Services). Packet data 

transmission speeds were later increased via EDGE 

(Enhanced Data rates for GSM Evolution) referred as 

EGPRS. The GSM standard is more improved after the 

development of third generation (3G) UMTS standard 

developed by the 3GPP. GSM networks will evolve further 

as they begin to incorporate fourth generation (4G) LTE 

Advanced standards. GSM was designed to grow and meet 

the needs of new technologies.  

 

   The main advantages of GSM are:  

1) Better voice quality and low-cost alternatives to 

making calls. 

2) Ease for the network operators in deploying 

equipment from any vendors that implement the 

standard. 

3) GSM allows network operators to offer roaming 

services so that subscribers can use their phones on 

GSM networks all over the world. 

4) Delivering mobile data. 

5) Offering greater network capacity. 

6) Operating with existing second-generation 

technologies. 

7) Enabling rich data applications such as VoIP, video 

telephony, mobile multimedia, interactive gaming 

and more. 

 

Though GSM faces the disadvantages of having bandwidth 

limitations as multiple users uses the same bandwidth and 

it even causes electronic interference. 

GSM was designed with security in mind. Older cellular 

systems were analog based and therefore very susceptible 

to security attacks. It was common for attackers to 

eavesdrop and intercept people’s conversations and data. 

Even worse yet, attackers were capable of stealing customer 

IDs to make fraudulent calls. GSM also beats out its 

competition by providing authentication, secure data 

transfer, and subscriber data transfer. GSM has many 

benefits over its predecessors in terms of security, capacity, 

clarity, and area coverage. A GSM network is composed of 

several functional entities, whose functions and interfaces 

are specified. Figure 1 shows the layout of a generic GSM 

network. The GSM network can be divided into three broad 

parts. The Mobile Station is carried by the subscriber. The 

Base Station Subsystem controls the radio link with the 

Mobile Station. The Network Subsystem, the main part of 

which is the Mobile services Switching Center (MSC), 

performs the switching of calls between the mobile users, 

and between mobile and fixed network users. The MSC 

also handles the mobility management operations. Not 

shown is the Operations and Maintenance Center, which 

oversees the proper operation and setup of the network. 

The Mobile Station and the Base Station Subsystem 

communicate across the Um interface (represents the radio 

link), also known as the air interface or radio link. The Base 

Station Subsystem communicates with the Mobile services 

Switching Center across the A interface [9]. 

 

 
Figure 1: GSM architecture 

 

The best way to appreciate security is by looking at how 

chaotic and dangerous a mobile communication system 

would be without security. At any given moment, anybody 

could eavesdrop into your conversation. Ones bank 

account information, daily schedule, and any other 

information that one may disclose on the phone would be 

at risk. Besides listening in, at any given moment, a hacker 

could impersonate user information to make calls that 

would later amount to thousands of dollars in service 

charges [4]. The security methods standardized for the 

GSM System make it the most secure cellular 

telecommunications standard currently available. Although 

the confidentiality of a call and anonymity of the GSM 

subscriber is only guaranteed on the radio channel, this is a 

major step in achieving end-to-end security. The 

subscriber’s anonymity is ensured through the use of 

temporary identification numbers. The confidentiality of 

the communication itself on the radio link is performed by 

the application of encryption algorithms and frequency 

hopping which could only be realized using digital systems 

and signaling. The security architecture of GSM was 

originally intended to provide security services such as 

anonymity, authentication and confidentiality of user data 

and signaling information [10]. 
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This substantial loss incurred by the operator due to GSM 

fraud against a specific wireless carrier may include the 

following: 

1) Indirect financial loss resulting from decrease in 

the number of customers and increase in use of the 

system with no revenue. 

2) Direct financial loss, where money is paid out to 

others, such as other networks, carriers and 

operators of 'Value Added Networks' such as 

Premium Rate service lines. 

3) Potential embarrassment, where customers may 

move to another service because of the lack of 

security. 

Failure to meet legal and regulatory requirements, such as 

License conditions, Companies Acts or Data Protection 

Legislation. [11] 

 

The security goals of GSM are as follows: 

1) Confidentiality and Anonymity on the radio path. 

2) Authentication of mobile users for the network. 

3) Confidentiality of user data and signaling 

information even in competition pressure or 

accidentally. 

4) Anonymity of subscriber’s identity. 

5) Using SIM (Subscriber Identity Module) as a 

security module [10]. 

6) Keys are securely stored [4] [17]. 

 

GSM security design requirements must take into account 

environment and security measures as: 

1) Must define security procedures for generation 

and distribution of keys. 

2) Exchange information between operators. 

3) Maintain confidentiality of algorithms. 

4) Must be a cost effective scheme [12]. 

 

Whereas GSM security measures must not: 

1) Increase the bandwidth of the channel. 

2) Increase the error rate. 

3) Increase error propagation. 

4) Add expensive complexity to the system. 

5) Increase the error rate. 

6) Significantly add to the delay of initial call setup or 

subsequent communication [12]. 

 

The GSM security architecture: 

1) Each mobile subscriber is authenticated with a 

unique 128 bit secret key (Ki). 

2) Ki is stored in Subscriber Identity Module (SIM) 

which is inserted in the mobile phone. 

3) Ki of each subscriber also gets scored in 

Authentication Center (AuC) associated with the 

HLR in the home network. 

4) The SIM is designed as a tamper resistant smart 

card to avoid extraction of the customer’s Ki (as if 

the Ki would have been extracted then the 

subscription could be cloned and the subscriber’s 

calls could be eavesdropped and it would be 

impossible even for the subscriber to obtain the Ki). 

 

The levels of GSM security: 

 

Level I: 

1) The subscription is authenticated in the SIM. 

2) The SIM is inserted in the phone. 

3) The key of the subscriber gets stored in the AuC. 

4) The owner gets authenticated and billed. 

5) GSM checks for the validity of the subscription. 

 

Level II: 

1) The caller makes the call. 

2) GSM identifies the location of the caller. 

3) The receiver identifies the caller before accepting 

the call. 

 

Level III: 

1) Digital encryption is made to avoid other parties 

from listening to the conversation. 

 

But practically such levels cannot be bifurcated properly 

due to their non-existence in vacuum. 

Now for the key generation for the GSM security we 

consider the two algorithms: RSA algorithm and ECC 

algorithm. 

 

3 OVERVIEW OF RSA ALGORITHM 
Cryptography not only protects data from theft or 

alteration but can also be used for user authentication. 

Within the context of any application-to-application 

communication some specific security requirements are 

authentication, privacy/confidentiality, integrity, non-

repudiation. In general there are three types of 

cryptographic schemes typically used to accomplish these 

goals: secret key (or symmetric) cryptography, public-key 

(or asymmetric) cryptography, and hash functions. Public-

key cryptography has been said to be the most significant 

new development in cryptography in the last 300-400 years. 

RSA, the first PKC implementation, has been named after 

the three MIT mathematicians who developed it — Ronald 

Rivest, Adi Shamir, and Leonard Adleman. RSA today is 

used in hundreds of software products and can be used for 

key exchange, digital signatures, or encryption of small 

blocks of data. RSA uses a variable size encryption block 

and a variable size key [13]. Public key cryptography is 

based on the creation of mathematical puzzles that are 

difficult to solve without certain knowledge about how 
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they were created. The creator keeps that knowledge secret 

(the private key) and publishes the puzzle (the public key). 

The public key consists of the modulus n and the public (or 

encryption) exponent e. The private key consists of the 

modulus n and the private (or decryption) exponent d 

which must be kept secret [4]. Encryption and decryption 

are performed by identical modular exponentiation 

operations using a public and private key pair [10] [14]. The 

primary advantage of public-key cryptography is increased 

security and convenience: private keys never need to be 

transmitted or revealed to anyone. Another major 

advantage of public-key systems is that they can provide 

digital signatures that cannot be repudiated. Authentication 

via secret-key systems requires the sharing of some secret 

and sometimes requires trust of a third party as well. As a 

result, a sender can repudiate a previously authenticated 

message by claiming the shared secret was somehow 

compromised by one of the parties sharing the secret [15]. 

 
Figure 2: Working of RSA algorithm 

 
3.1 The RSA algorithm [16] [17]: 

 

The RSA algorithm uses two keys, d and e, which work in 

pairs, for decryption and encryption respectively. 

 

1) Choose two distinct prime numbers, say p and q, 

such that p < > q. 

2) Calculate n = p × q, n is used as modulus for both 

public and private keys. 

3) Calculate ɸ (n) = (p-1) × (q-1), where ɸ (n) is Euler’s 

totient function. 

4) Consider an integer e, such that 1 < e < ɸ (n), so that 

gcd (e, ɸ (n)) = 1, i.e., e and ɸ (n) are co prime. 

5) Determine d, as d × e mod ɸ (n) = 1, i.e. d is the 

multiplicative inverse of (e mod ɸ (n)). 

6) Public Key consists of the modulus n and the 

public (or encryption) exponent e, i.e., KPU = {n, e}. 

7) Private Key consists of the modulus n and the 

private (or decryption) exponent d which must be 

kept secret, i.e., KPR = {d, n}. 

The set: (p, q, and ɸ (n) must also be kept secret because 

they can be used to calculate d.). 

 
3.2 Encryption: 

 

For plaintext block P < n, its cipher text C = Pe mod n 

3.3 Decryption: 
 

For cipher text block C, its plaintext is P = Cd mod n 
 
3.4 Working Example: 

1) Choose p = 17 and q = 23. 

2) Calculate n = p × q = 17 * 23 = 391. 

3) Calculate ɸ (n) = (p - 1) × (q - 1) = 16 * 22 = 352. 

4) Choose e = 13 as e and n are co prime and 

 1 < e < ɸ (n).  

5) Calculate d such that (d * e) mod ɸ (n) = 1. 

One solution is d = 325 since [(325 × 13) % 352 = 1]. 

6) Public Key is (e, n) = {13, 391}. 

7) Private Key is (d, n) = {325, 391}. 

 

    The encryption of plain text (P) = 127 to cipher text = C. 

 

 Cipher text (C) = Pe mod n = 12713 mod 391 = 213. 

 

    The decryption of cipher text (C) = 213 to plain text = P 

 

 Plain text (P) = Cd mod n = 213325 mod 391 = 127. 

 

RSA is not secure if the same message is encrypted to 

several receivers, to completely break RSA one needs to 

find the prime factors. A disadvantage of using public-key 

cryptography for encryption is speed. There are many 

secret-key encryption methods that are significantly faster 

than any currently available public-key encryption method. 

In practice, RSA has proved to be quite slow, especially for 

key generation algorithm. RSA is not well suited for limited 

environments like mobile phones and smart cards without 

RSA co-processors because it is hard to implement large 

integer modular arithmetic on such environments [18]. RSA 

algorithm encryption used in file encryption for small files, 

any file with asymmetric key encryption into its text can be 

more convenient to communicate and manage, and it has 

broad development prospects [19]. Public-key 

cryptography may be vulnerable to impersonation, even if 

users' private keys are not available. Public-key 

cryptography is usually not necessary in a single-user 

environment. For example, if you want to keep your 

personal files encrypted, you can do so with any secret key 

encryption algorithm using, say, your personal password 

as the secret key. In general, public-key cryptography is 

best suited for an open multi-user environment. 

 

4 OVERVIEW OF ELLIPTIC CURVE 

CRYPTOGRAPHY ALGORITHM 
Elliptic curve cryptosystems appear to offer new 

opportunities for public-key cryptography. Elliptic curve 

cryptography relies on the believed difficulty of the elliptic 

curve discrete logarithm for its security. It was as an 
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alternative mechanism for implementing public-key 

cryptography designed in 1985 by N. Koblitz (University of 

Washington) and V. Miller (IBM) and is becoming accepted 

as an alternative to cryptosystems such as RSA and 

ELGamal over finite fields. In public key cryptography each 

user or the device taking part in the communication 

generally have a pair of keys, a public key and a private 

key, and a set of operations associated with the keys to do 

the cryptographic operations [7] [20] [21] [22]. ECC is based 

on properties of a particular type of equation created from 

the mathematical group (a set of values for which 

operations can be performed on any two members of the 

group to produce a third member) derived from points 

where the line intersects the axes. Multiplying a point on 

the curve by a number will produce another point on the 

curve, but it is very difficult to find what number was used, 

even if you know the original point and the result. 

Equations based on elliptic curves have a characteristic that 

is very valuable for cryptography purposes: they are 

relatively easy to perform, and extremely difficult to 

reverse. Elliptic curves are also used in several integer 

factorization algorithms that have applications in 

cryptography [16]. For the purpose of cryptography, an 

elliptic curve can be thought of as being given by an affine 

equation of the form:  

                             y2 = x3 + ax + b                                   (1) 

                Where, 4a3 + 27b2 ≠ 0                                      (2) 

  Where ‘a’ and ‘b’ comprises the elements of a finite field 

with pn elements, where p is a prime larger than 3. (The 

equation over binary and ternary fields looks slightly 

different.) The set of points on the curve is the collection of 

ordered pairs (x, y) with coordinates in the field and such 

that x and y satisfy the relation given by the equation 

defining the curve, plus an extra point that is said to be at 

infinity. The set of points on an elliptic curve with 

coordinates in a finite field also form a group and the 

operation is as follows: to add two points on the curve P 

and Q together, pass a straight line through them and look 

for the third point of intersection with the curve, R. Then 

reflect the point R over the x-axis to get –R, the sum of P 

and Q. Thus, P + Q = –R. The idea behind this group 

operation is that the three points P, Q, and R lie on a 

common straight line, and the points that form the 

intersection of a function with the curve are considered to 

add up to be zero [23]. The public key is obtained by 

multiplying the private key with the generator point G in 

the curve. The generator point G, the curve parameters ‘a’ 

and ‘b’, together with few more constants constitutes the 

domain parameter of elliptic curve cryptography [20].  

     The first step in setting up ECC is curve and field 

generation. The standard supports two types of fields: 

prime fields, denoted by Fp, and extensions of F2, denoted 

by F2m. When generating a field Fp one picks a prime whose 

bit length is one of eight possible values. The smallest 

allowable field is of size 112 bits and the largest is of size 

521 bits. The smallest field size provides a level of security 

comparable to a 56-bit symmetric key, while the largest 

field size provides a level of security comparable to a 256-

bit symmetric key. When generating a field F2m the 

standard specifies a list of nine different fields. As before, 

the smallest field provides approximately 56-bit security. 

The largest field provides approximately 256-bit security. 

The list of nine possible fields was chosen so as to optimize 

efficiency. The listed fields have special properties that can 

be used to speed up ECC operations [24]. 

      It also needs to establish the system parameters which 

are as follows: 

 Selection of finite field and its element 

representation. 

 Selection of elliptic curve and generator point, G, 

on the curve. 

 Generation of public, private key pairs consisting 

of a random, secret integer, k, which acts as the 

private key. The product of the generator point 

and the secret integer (k × G) acts as the primary 

key. 

 

Now when after establishing the parameters if A wants 

send message to B then at first A chooses an elliptic curve 

and a point G on it which both A and B should be knowing. 

Then A encodes the message to be sent to the point Pm on 

the curve. B choose a random number (B's private key), and 

computes a × G (B's public key) and announces it. Then A 

chooses another random number k, and computes: 

               C = (Pm + k × (a × G), k × G).                          (3)                                                                

 

      It then sends it to B. When B receives C, B computes to 

get Pm: 

               Pm = Pm – k × a × G – a × k × Q.                       (4)                                                                 

B decodes Pm to the message. Because of the ECDLP, it is 

very hard for attackers to get Pm [24]. Mathematics used for 

elliptic curve cryptography is considerably more difficult 

than mathematics used for conventional cryptography 

resulting in its higher level of security thus making it very 

good for cryptographic purposes [17].   

 

4.1 Selection of finite fields: 

 

For performing ECC we also need to select any one suitable 

finite field GF (). Various finite fields admit the use of 

different algorithms for arithmetic. A field of a finite 

number of elements is denoted Fq or GF(q), where q is the 

number of elements. This is also known as a Galois Field. 

Let us consider two classes of Finite fields Fp (Prime Field, p 

is a prime number) and m2
F (Binary finite field). The 

number of elements in a finite field is always a prime or a 
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prime power, i.e., q = p or q = pm, where the prime number 

p is called the characteristic of the finite field. When q is a 

prime number, i.e., q = p, the finite field GF (p) is called a 

prime field. The prime field GF (p) is the field of residue 

classes modulo p and its elements are represented by the 

integers in {0, 1, 2… p-1}. Following arithmetic operations 

defined over it: 

 

 Addition: a, b  Fp, r  Fp, where r = (a + b) mod p 

 Multiplication: a, b  Fp, s  Fp, where s = (a  b) 

mod p 

 

 When q is a prime power, i.e. q = pm, the finite field GF (pm) 

is called an extension field. The extension field GF (pm) is 

generated by using an mth degree irreducible polynomial 

over GF (p) and it is the field of residue classes modulo the 

irreducible field generating polynomial. Hence, in 

polynomial representation the elements of GF (pm) are 

represented by polynomials of degree at most m - 1 with 

coefficients in GF (p) [26]. The finite field m2
F , called a 

characteristic two finite field or a binary finite field can be 

viewed as a vector space of m dimensions over F2, which 

consists of 2 elements 0 and 1. There exists m elements 0, 

1, 2, …, m-1 in m2
F such that each element   m2

F can 

be uniquely represented as  

           = i

1m

0i

iαa




, where ai  0, 1, 0   i  m.  

Generally two kinds of basis are used to represent binary 

finite fields: polynomial basis and normal basis. Composite 

are binary fields of order 2m where m is a composite 

number. Because composite binary fields have non-trivial 

subfields, field arithmetic can be sped up by using lookup 

tables for performing subfield arithmetic. Composite binary 

fields are binary fields of order 2m where m is a composite 

number. Because composite binary fields have non-trivial 

subfields, field arithmetic can be sped up by using lookup 

tables for performing subfield arithmetic [27].  Generally 

two kinds of basis are used to represent binary finite fields: 

polynomial basis and normal basis. 

                        

4.2 Discrete Logarithm Problem (ECDLP): 

 

The elliptic curve discrete logarithm problem is the 

cornerstone of much of present-day elliptic curve 

cryptography. It relies on the natural group law on a non-

singular elliptic curve which allows one to add points on 

the curve together. Given an elliptic curve E over a finite 

field F , a point on that curve, P , and another point you 

know to be an integer multiple of that point, Q , the 

problem is to find the integer k such that k × P = Q . The 

problem is computationally difficult unless the curve has a 

“bad” number of points over the given field, where the 

term ``bad'' encompasses various collections of numbers of 

points which make the elliptic curve discrete logarithm 

problem breakable. For example, if the number of points on 

E over F is the same as the number of elements of F , then 

the curve is vulnerable to attack [20] [28] [29]. Hence the 

main operation involved in ECC is point multiplication i.e., 

multiplication of a scalar k with any point P on the curve to 

obtain another point Q on the curve. 

 

POINT MULTIPLICATION: 

 

Point multiplication operational deals with a point P on the 

elliptic curve being multiplied with a scalar number k to get 

another point Q on the same elliptic curve such that: k × P = 

Q. 

Point multiplication can be attained by two basic elliptic 

curve operations namely: 

 Point addition, which is roughly defined as 

addition of two point J and K to obtain another 

point L such that: L = J + K 

 Point doubling, which is roughly defined as 

addition of a point J to itself to obtain another 

point L such that : L = 2 × J 

A small example citing point multiplication as a 

combination of point addition and point doubling is as 

follows: 

Let P be a point on the elliptic curve and let k = 43 be a 

scalar which is multiplied to attain another point Q on the 

curve by the formula Q = k × P. 

As, k = 43 so, k × P = 43 × P = 2 × (2 × (2 × (2 × (2 ×P) + P)) + P) 

+ P 

Thus we see repetitive use of point addition and point 

doubling constitute the point multiplication. Other efficient 

methods for point multiplication are NAF (Non - Adjacent 

Form) and wNAF (windowed NAF) method for point 

multiplication [20] [28] [30]. 

 

POINT ADDITION [20] [28]: 

 

As mentioned earlier point addition, which is roughly 

defined as addition of two point J and K on the elliptic 

curve to obtain another point L on the same elliptic curve 

such that: L = J + K. 
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Figure 3: Point addition 

 

 GEOMETRICAL EXPLANATION: 

 

Take two points J and K on an elliptic curve 

Two situations may occur: 

1)  As shown in figure (a), if we consider K ≠ -J then if 

we draw a line through the points J and K, it will 

obviously be intersecting the elliptic curve at 

exactly one more point -L. Now, the reflection of 

the point -L with respect to x-axis gives the point 

L, which is the result of addition of points J and K. 

Thus on an elliptic curve L = J + K.  

2) As shown in figure (b), now if we consider  

K = -J then the line drawn through this point 

intersect at a point at infinity O. Hence J + (-J) = O. 

O is the additive identity of the elliptic curve 

group A negative of a point is the reflection of 

that point with respect to x-axis 

 

 ANALYTICAL EXPLANATION: 

 

We start by considering two distinct points J and K such 

that J = (xJ, yJ) and K = (xK, yK)  

Let L = J + K where L = (xL, yL), then 

xL = s2 - xJ - xK 

yL = -yJ + s (xJ - xL)  

s = (yJ - yK) / (xJ - xK), s is the slope of the line through J and 

K. 

If K = -J i.e. K = (xJ, -yJ) then J + K = O. where O is the point 

at infinity. 

If K = J then J + K = 2J then point doubling equations are 

used. 

Also J + K = K + J. 

 

POINT DOUBLING [20] [28]: 

 

As mentioned earlier point doubling, which is roughly 

defined as addition of a point J on the elliptic curve to itself 

to obtain another point L on the same elliptic curve such 

that: L = 2 × J. 

 

 
Figure 4: Point doubling 

 

 GEOMETRICAL EXPLANATION: 

 

Take a point J on an elliptic curve. 

Two situations may occur: 

1) As shown in figure (a) if we double the point J to 

get L, i.e. to find L = 2J, then if we find that the y 

coordinate of the point J is not zero then the 

tangent line at J will intersect the elliptic curve at 

exactly one more point -L. The reflection of the 

point -L with respect to x-axis gives the point L, 

which is the result of doubling the point J. 

Thus L = 2J. 

2) As shown in figure (b) if y coordinate of the point J 

is zero then the tangent at this point intersects at a 

point at infinity O. Hence 2J = O when yJ = 0.  

 

 ANALYTICAL EXPLANATION: 

 

We start by considering a point J such that J = (xJ, yJ), where 

yJ ≠ 0 

Let L = 2J where L = (xL, yL), Then 

xL = s2 - 2xJ 

yL = -yJ + s(xJ - xL) 

s = (3xJ2 + a) / (2yJ), s is the tangent at point J and a is one of 

the parameters chosen with the elliptic curve If yJ = 0 then 

2J = O, where O is the point at infinity. 

 

4.3 Elliptic Curve Cryptography algorithm 

 

1) Firstly  we consider a curve of the  form: 

Y2=X3+aX+b, where ‘a’ and ‘b’ constitute curve 

parameters. 

2) Then choose a prime number. 
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3) Computation of the points on the curve is done by 

implementing point adding and point doubling.      

4) Selection of a generating point out of those points 

such that its order is large. 

5) Considering a random number less than order of 

the generating point as a private number for each 

entity which acts as the secret key. 

6) This entity will then generate its public key by 

multiplying the generating number with the secret 

number and will publish the point [16] [17]. 

 

5 IMPLEMENTATION OF ELLIPTIC CURVE 

CRYPTOGRAPHY ALGORITHM 

 
Interest in elliptic curve cryptosystems is fuelled by the 

appeal of basing a cryptosystem on a different hard 

problem and the fact that currently such a choice appears to 

lead to smaller system parameters and key sizes for the 

same level of security.ECC is particularly useful in 

applications where memory, bandwidth, and/or 

computational power is limited (e.g., a smartcard) and it is 

in this area that ECC use is expected to grow [13] [22]. 

 
5.1  Elliptic curve Diffie–Hellman (ECDH): 
 

It is an anonymous key agreement protocol that allows two 

parties, each having an elliptic curve public-private key 

pair, to establish a shared secret over an insecure channel. 

This shared secret may be directly used as a key, or better 

yet, to derive another key which can then be used to 

encrypt subsequent communications using a symmetric key 

cipher. It is a variant of the Diffe-Hellman protocol using 

ECC. The Diffe-Hellman [14] [31] [32] protocol is the basic 

public-key cryptosystem proposed for secret key sharing. 

 
5.2 EC Digital Signature Algorithms (ECDSA) [34]: 
 

It is the elliptic curve analogue of the DSA. This protocol 

needs not only the elliptic curve operations, such as scalar 

multiplication, field multiplication and field inverse 

multiplication, but also integer multiplication, inverse 

operation, modular operation and a hash function [33]. As 

with ECC in general, the bit size of the public key believed 

to be needed for ECDSA is about twice the size of the 

security level, in bits. By comparison, at a security level of 

80 bits, meaning an attacker requires about the equivalent 

of about 280 signature generations to find the private key, 

the size of a DSA public key is at least 1024 bits, whereas 

the size of an ECDSA public key would be 160 bits. On the 

other hand, the signature size is the same for both DSA and 

ECDSA: 4t bits, where t is the security level measured in 

bits, that is, about 320 bits for a security level of 80 bits. 

 
 

6 COMPARISON OF RSA AND ELLIPTIC 

CURVE CRYPTOGRAPHY ALGORITHM 
 

Elliptic Curve Cryptography (ECC) is emerging as an 

attractive public-key cryptosystem for mobile/wireless 

environments. Compared to traditional cryptosystems like 

RSA, ECC offers equivalent security with smaller key sizes, 

which results in faster computations; lower power 

consumption, as well as memory and bandwidth savings. 

This is especially useful for mobile devices which are 

typically limited in terms of their CPU, power and network 

connectivity. The drawback to using ECC is that it is not as 

widely supported as RSA. As analyzed before, in the 

wireless condition, the equipment's recourse, power and 

compute capacity all are limited. So the encryption system 

in it must be low power and RAM consumption. But 

current the most popular algorithm RSA does not satisfy it. 

The elliptic curve cryptography is more effective than RSA. 

There are some comparisons between elliptic curve 

cryptography and RSA. 

                         

ELLIPTIC CURVE 

CRYPTOGRAPHY 

key size 

 

163 

 

283 

 

384 

 

512 

 

RSA key size 

 

1024 

 

3072 

 

7680 

 

15360 

 

Key size ratio 

 

 1:6 

 

1:11 

 

1:20 

 

1:30 

 

Table 1: The Key Size Ratio 

 

There are a lot of differences between ECC and RSA. These 

differences become more and more pronounced as security 

levels increase (and, as a corollary, as hardware gets faster, 

and the recommended key sizes must be increased). A 384-

bit ECC key matches a 7680-bit RSA key for security as 

shown in table 1. We can see the elliptic curve 

cryptography needs small key size but can achieve the 

same security level as a big key size of RSA [13] [35] [36]. 

 

 

Algorithm 

 

     Signature 

 

 Key Exchange 

 Sign Verify Client Server 

RSA1024 304 11.9 15.4 304 

ECDSA160 22.82 45.09 22.3 22.3 

RSA2048 2302.7 53.7 57.2 2302.7 

ECDSA224 61.54 121.98 60.4 60.4 

 

Table 2: Energy cost of digital signature and   key exchange 

computations [mJ].  

Table 2 shows us the energy cost of RSA and ECDSA (a 

signature algorithm of elliptic curve cryptography). From 
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here we can clearly see that elliptic curve cryptography has 

much better performance than RSA. The elliptic curve 

cryptography can give a total solution for the security 

problems in the wireless communication, such as 

authentication, signature, and key exchange. The ECDSA is 

the elliptic curve analogue of DSA. It is a very important 

one of elliptic curve cryptography. The security of 322-bit 

ECDSA is equal to the 1024-bit RSA signature, and the 

length of ECDSA certification is 62 bytes, while that of RSA 

is 256 bytes, DSA is 168 bytes [25]. There is huge 

importance of shorter key lengths especially in applications 

having limited memory resources because shorter key 

length requires less memory for key storage purpose. 

Elliptic curve cryptosystems also require less hardware 

resources than conventional public-key cryptography. Now 

at the security level elliptic curve cryptography is more 

secure than RSA. RSA can be cracked successfully, uses 512 

bits and for elliptic curve cryptography the number of bits 

is 97, respectively. It has been analyzed that the 

computation power required for cracking elliptic curve 

cryptography is approximately twice the power required 

for cracking RSA [28]. Elliptic curve cryptography provides 

higher level of security due to its complex mathematical 

operation. Mathematics used for elliptic curve 

cryptography is considerably more difficult and deeper 

than mathematics used for conventional cryptography. In 

fact this is the main reason, why elliptic curves are so good 

for cryptographic purposes, but it also means that in order 

to implement elliptic curve cryptography more 

understanding of mathematics is required [37]. 

Security is not the only attractive feature of elliptic curve 

cryptography. Elliptic curve cryptosystems also are more 

computationally efficient than the first generation public 

key systems, RSA and Diffe-Hellman. Although elliptic 

curve arithmetic is slightly more complex per bit than 

either RSA or DH arithmetic, the added strength per bit 

more than makes up for any extra computation time. 

The inverse operation of elliptic curve cryptography which 

known as the Elliptic Curve Discrete Logarithm Problem 

(ECDLP) gets harder, faster, against increasing key length 

than do the inverse operations in Diffe Hellman and RSA. 

As security requirements become more stringent and as 

processing power get cheaper and more available, elliptic 

curve cryptography becomes the more practical system for 

use. And as security requirements become more 

demanding, and processors become more powerful. This 

keeps elliptic curve cryptography implementations smaller 

and more efficient than other implementations. Elliptic 

curve cryptography can use a considerably shorter key and 

offer the same level of security as other asymmetric 

algorithms using much larger ones. Moreover, the 

difference between elliptic curve cryptography and its 

competitors in terms of key size required for a given level 

of security becomes dramatically more pronounced, at 

higher levels of security [17] [33]. 

 

7 CONCLUSION 

 
This paper gives a vivid idea of GSM and its security 

measures.  The paper also reflects on the substantiation 

value of elliptic curve cryptography for the possible 

implementation in the authentication protocol used in 

resource constrained mobile devices with reasonable 

performance compared to RSA. It gives a brief comparative 

study between elliptic curve cryptography and RSA. But as 

all the wireless communication protocols haven’t 

introduced elliptic curve cryptography, and as the elliptic 

curve cryptography’s fast hardware implementation is also 

being researched, the use of elliptic curve cryptography in 

wireless communication is more academic than in industry 

now. 
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